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  Protect your identity

  Unfortunately, many scams target people new to the U.S. Here are six ways 
  to protect yourself:

  1.   Make sure U.S. websites end with .gov

  2.   Don’t give out information or make payments in response to calls,
  texts or emails

  3.   Never sign a blank form or anything you don’t fully understand

  4.   Safeguard your check books, credit cards, bank account information,
  passport, birth certificate, identification numbers and other personal
  information

  5.   Check your credit report once a year

  6.   Create different passwords for all your accounts

  Note: If you’re relying on someone for 
  language translation, make sure it’s 
  someone you can trust.
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  Common scams

  •   Fraudulent emails and text messages: Be cautious about
  opening attachments

  •   Suspicious retailers: Examine whether the website is secure
  or legitimate

  •   Bogus tech support: False tech support pop-ups use scare tactics
  and ask for money

  •   Government imposters: Be wary of strange requests, and do
  your homework

  •   Online dating hoaxes: Never send money or gifts to a stranger
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  Mobile security tips

  Use strong passcodes

  Strong passcode

  ILv4Btng!

  Start with a memorable sentence 
  like “I live for boating!”

  and transform it.

  VS

  Weak passcode

  password1234

  Avoid using passcodes that can be
  easily guessed or are based on

  personal information.

  Mobile Banking requires that you download the Mobile Banking app and is only available for select mobile devices. Message and data rates may apply.  5



Mobile security tips (continued)

• Don’t use a code with personal details to unlock your phone

• Secure your smartphone

• Don’t keep sensitive information on your phone

• Think twice before you download apps

• Watch what you share on social media

• Keep technology up to date

Mobile Banking requires that you download the Mobile Banking app and is only available for select mobile devices. Message and data rates may apply. 6



Key takeaways

1
You can protect 

your financial and 
personal information 

by learning about 
scams and how 
to avoid them.

2
Use strong 

passwords and avoid 
those that can be 
easily guessed.

3
Protecting 

information stored 
in your smartphone 
and avoiding sharing 
too much on social 

media can help 
protect you from 

identity theft 
and scams.
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Conclusion

BetterMoneyHabits.com
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http://www.bettermoneyhabits.com/


  Consent to contact card

  •   Gives you flexibility to reach out at your convenience

  •   Just scan before you leave, and we can set up a time
  that works for you
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Thank you

The material provided on this presentation is for informational use only and is not intended for financial or investment advice. Bank of America and/or its affiliates assume no liability for any loss or damage resulting from 
one’s reliance on the material provided. Please also note that such material is not updated regularly and that some of the information may not therefore be current. Consult with your own financial professional when 
making decisions regarding your financial or investment management. Bank of America and its affiliates do not provide legal, tax or, accounting advice. You should consult your legal and/or tax advisors before making any 
financial decisions. 

© 2024 Bank of America Corporation.
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